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Continuity of Operations Planning Work Group
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CONTINUITY PLANNING OBJECTIVES

= Process to identify mission essential functions and develop action
plans and strategies to maintain patient care, facility/organizational
services and business operations for an extended period.

= Essential functions are the processes and services that cannot be
deferred and must be performed continuously or resumed quickly.


Presenter Notes
Presentation Notes
Ensures the ability to sustain essential functions relating to provision health care, and facility and business operations for an extended period.
Plans, procedures and resources established to maintain and/or recover mission critical processes and services impacted by an event causing an interruption of normal healthcare delivery operations;
Developing capabilities to resume business functions to a normal state after a period of time post event;
COOP will be used in addition to the Emergency Operations Plan (EOP) to resume/return business functions to a normal state;
The COOP plan is a dynamic tool providing information regarding:
Critical Business Processes;
Critical Equipment and Resources;
IS Applications;
Staff Positions;
Critical Records;
Departmental Dependencies.



CONTINUITY PLANNING OBJECTIVES

= Continuity of Operations plans identify:
= Risks and measure impact to operations;
= Essential functions and impacts of interruptions to them;
= Supporting activities needed to maintain essential functions;
= Recovery objectives and strategies.

= Consists of complex, time intensive and multi-disciplinary planning
activities which require executive support and participation of
administrative and departmental leaders.



o
CONTINUITY PLANNING OBJECTIVES

= Ensure ability to continue the core mission; reduce/mitigate
disruptions to operations

= Protect patient safety; ensure access to care

= Protect the business and essential assets of the organization
= |dentify measurable risks; address critical planning gaps

= Ensure succession of key leadership

= Mitigate economic impacts and control recovery costs

= Achieve timely recovery/reconstitution


Presenter Notes
Presentation Notes
Continuity planning includes:
Activities of individual departments to ensure that their essential functions are performed
Plans and procedures to ensure that essential functions are performed.  
Tests, training, and exercises essential for ensuring a viable COOP capability



GETTING STARTED - PROJECT MANAGEMENT

= Executive support is vital to ensure organizational awareness,
participation and commitment of time and resources

= Project leadership and committee responsible for identifying
essential functions, and determining objectives and priorities,
recovery solutions, risk mitigation strategies etc.

= Participation of department heads and other patient care,
operational leaders to identify the supporting processes and
resources to needed maintain mission essential functions.

= Planning tools and clearly defined planning processes:
= Project planning tools to define milestones and resources;
= Data gathering and documentation tools and templates.


Presenter Notes
Presentation Notes
COOP is treated as a process, not a project;
Pragmatic approach: 
Plans start simply and increase in sophistication:
Prioritize and implement projects in phases based upon the best use of time and money; defer capabilities of marginal use… Lay out a maturity roadmap;
Program and processes should be scalable. 
Methods are based on a proven, certifiable discipline;
Operational structure and tools should conform to day-to-day business model as much as possible
Established emergency management activities and protocols are interwoven into the COOP process.

Steering Committee roles may include:
Define project scope; establish objectives and milestones
Identify key project personnel; Assess time/resource demands
Identify project costs; ensure budgetary support; 
Establish a planning team (see Continuity Committee)
Arrange for an announcement to the organization summarizing planning roles and expectations – both budget and participation
When conducting BIA and developing continuity plans, they will determine the final objectives, use the data to inform strategic and financial decisions and decide which resources will be applied to the program.
Establish policy by determining how the organization will manage and control identified risks;
Allocate knowledgeable personnel and sufficient financial resources to properly implement BCP;
Approve COOP plan
Ensure COOP plan is reviewed and approved at least annually;
Ensure employees are trained and aware of their roles in the implementation of the COOP plan;
Review COOP testing program and results on a regular basis; and
Ensure COOP plan is continually updated to reflect the current operating environment.




o
PLANNING ELEMENTS

Identify Essential Functions

= Activities that enable an organization to provide vital patient care,
and operational and business services that cannot be deferred and
must be performed continuously or resumed quickly;

= Distinguish between functions that can and cannot be deferred.

Deferring non-essential activities frees up resources that can be
redirected to those that cannot be deferred.


Presenter Notes
Presentation Notes
Mission Essential Functions 
Those functions that enable an organization to provide vital clinical and business services.  
Must be performed continuously during an event or resumed within 12 hours of an event.
Need to be maintained for up to 30 days after an event or until normal operations can be resumed.
Essential functions are the important/urgent activities that cannot be deferred during an emergency and must be performed continuously or resumed quickly following a disruption.
They serve as key continuity planning factors necessary to determine appropriate care delivery, staffing, communications, essential records, facilities, training, and other requirements
There is a distinction between essential and important (non-essential) functions;  
Activities that can and cannot be deferred should be identified.  Deferring non-essential activities free up resources that can be redirected to those that cannot be deferred.


Hospital

Emergency Services
Surgical Services
Patient Care Units
Laboratory Services
IT & EHR

Human Resources
Pharmacy Services
Food Services
Laundry

PLANNING ELEMENTS

Essential Function Examples

LTC

= Nursing Services

= Admission/Discharge
= Facility Management
= |T & EHR

= Finance

= Dietary Services

= Pharmacy Services

= Family Communication

Home Care

Patient Care
Administration
Finance

Human Resources
IT & EHR

Caregiver
Communication



o
PLANNING ELEMENTS

Conduct Business Impact Analysis (BIA)

= Systematically measures impact if Essential Functions and processes
cannot be performed.

= |dentifies the relative importance of Essential Supporting Activities
that support those Essential Functions

= Results in prioritization of Essential Functions

= |dentifies the Recovery Time Objective (RTO) - Maximum duration of
service or process outage before significant operational, patient
care impacts occur.


Presenter Notes
Presentation Notes
BIA is foundation for COOP and Recovery Planning. 
Use BIA data to inform strategic and financial decisions and decide which resources will be applied to the program.
Without a BIA, the organization runs the risk of overcommitting or underestimating the resources required to respond to a disaster or business disruption
Systematically measures the potential impact if function, process was unable to be performed
Establishes the escalation of that loss over time, 
Identifies the minimum resources needed to recover, 
Identifies the Recovery Time Objective (RTO) - Maximum duration of service or application outage before significant operational, patient care or family experience impacts occur.
Prioritizes the recovery of processes and supporting systems
Identifies Recovery Point Objectives (RPO) - Maximum amount of tolerable data loss.
Results in the identification and prioritization of essential functions and relative importance of departmental resources and processes. Examples:
Critical Business Processes
Critical Equipment or Resources
Technology & Equipment Critical Processes
Staffing Positions
Critical Records
Departmental Dependencies
Financial Impact


o
PLANNING ELEMENTS

Determine Continuity Plan Priorities

= BIA data informs strategic and financial decisions.

= Focus on rapid resumption of Essential Functions and their Essential
Supporting Activities (ESA).

= Use data to make decisions to reduce risks that will have the
greatest adverse impact.


Presenter Notes
Presentation Notes
COOP is treated as a process, not a project;
Pragmatic approach: 
Plans start simply and increase in sophistication:
Prioritize and implement projects in phases based upon the best use of time and money; defer capabilities of marginal use… Lay out a maturity roadmap;
Program and processes should be scalable. 
Methods are based on a proven, certifiable discipline;
Operational structure and tools should conform to day-to-day business model as much as possible
Established emergency management activities and protocols are interwoven into the COOP process.



PLANNING ELEMENTS

Develop Additional Elements of Plan
= Orders of Succession (for senior leadership positions)
= Delegation of Authority (identification by position of decision-making)
= Continuity of Facilities (alternate facilities)
= Continuity Communications
= Vital Records Management
= Plan for Human Resources
= Plan for Devolution of Control (transfer of responsibilities)

= Plan for Restoration/Reconstitution


Presenter Notes
Presentation Notes
Orders of Succession: Provisions for the assumption of senior leadership during an emergency in the event that any of those executives are unavailable to execute their legal duties. 
Delegations of Authority: Identification, by position, of the authorities for making policy determinations and decisions at headquarters and field levels. Generally, pre-determined delegation of authority will take effect when normal channels of direction have been disrupted and will terminate when these channels have been reestablished. 
Alternate Facilities: Continuity facilities are locations from which leadership and critical positions may operate during a continuity event. These may include one or many facilities or virtual offices from which to continue essential operations. 
Continuity Communications: Continuity communications are the systems that support full connectivity among leadership, internal elements, and other organizations to perform Essential Functions during a continuity event. 
Vital Records Management: Documents, files, databases, etc. that are necessary to support continued operations. There are 2 categories of Vital records; Emergency Operations Records and Rights and Interests Records 
Human Capital: Human capital involves policies, plans, and procedures that address regular and supplemental staffing needs during a continuity event, such as guidance on pay, leave, work scheduling, benefits, telework, hiring, authorities, and flexibilities. 
Devolution of Control: Devolution is the capability to transfer statutory authority and responsibility for Essential Functions from primary operating staff and facilities to other employees and facilities. It also provides the means to sustain that operational capability for an extended period. 
Reconstitution: Reconstitution planning is the process by which organizations/personnel resume normal operations from the original or a replacement primary operating facility


WORK GROUP BACKGROUND

Needs Assessment: Findings & Recommendations

Gaps

1. Familiarity with FEMA
model; applicability to
healthcare;

2. Knowledge, time and
resources for planning;

3. Support of leadership
for COOP planning.

Recommendations

. Identify/develop tools and

models for healthcare COOP
planning;

. Provide training to build

competencies;

. Communicate the value of COOP

to leadership.



WORK GROUP BACKGROUND

Addressing Planning Needs

2015-16 COOP WG established with mission to:
1. ldentify/develop tools and models for healthcare;
2. Develop material to build knowledge and competencies;

3. Communicate the value of COOP to leadership.

2015-17 RTCs provided training to hospitals



WORK PRODUCTS

2016-17 Job Action Sheet - Planning checklist and guidance to understand

2017-18

and implement key elements of COOP (Currently being updated),

Executive Briefing Presentation - To convey value of COOP,
importance of executive support and organizational buy-in.

Leadership and Department Head Presentations - To educate
on fundamental aspects of COOP, roles and responsibilities.

Business Impact Analysis Workshop - Presented at CNYR HEPC



WORK PRODUCTS

2018-19

2019-20

2022-23

Continuity Plan Template - Includes recommended content and
instructional guidance for hospitals and health care organizations
to develop or improve a continuity plan.

Planned objectives (pre-COVID) included updating the Continuity
Plan Template, Job Action Sheet and BIA Guidance

Objectives focused on identifying continuity-related lessons
learned during COVID-19



WORK PRODUCTS

Continuity Planning: Importance of Executive Level Support (PPT) | (PDF) Presentation may be adapted
and used to describe the importance of executive level support for, and the objectives and return on
investment (ROI) of continuity planning.

Continuity Planning: Presentation Series for Leadership & Department Heads (PPT) | (PDF) Five brief
presentations to inform organization leaders and department heads on key elements of continuity
planning: 1) Continuity Overview; 2) Planning Process; 3) Essential Functions & Business Impact Analysis
(BIA); 4) Governance & Project Management; 5) Project Management: Action Plan.

Continuity Plan Template for Hospitals and Healthcare Organizations (PDF) | (Word) Template includes
recommended content and instructional guidance. The template is based on FEMA continuity planning
guidance and is adapted to align with hospital functions.

Conducting a Business Impact Analysis (BIA) Workshop (PPT) | (PDF) Describes how to conduct a BIA and
how it is used to inform continuity planning priorities. It includes a sample BIA survey worksheet to
identify and prioritize departmental essential functions and establish recovery time objectives (RTO).

All WG material and additional resources available at: www.iroguois.org/emergency-preparedness-continuity



https://www.iroquois.org/wp-content/uploads/2019/09/Importance_of_Executive_Support_for_COOP.pptx
https://www.iroquois.org/wp-content/uploads/2019/09/Importance_of_Executive_Support_for_COOP.pdf
https://www.iroquois.org/wp-content/uploads/2019/09/COOP_Leadership_PPT_Series.pptx
https://www.iroquois.org/wp-content/uploads/2019/09/COOP_Leadership_PPT_Series.pdf
https://www.iroquois.org/wp-content/uploads/2020/06/COOP_Plan_Template_02-2020v2.pdf
https://www.iroquois.org/wp-content/uploads/2020/06/COOP_Plan_Template_02-2020v2.docx
https://www.iroquois.org/wp-content/uploads/2019/09/BIA_Workshop_Presentation.pptx
https://www.iroquois.org/wp-content/uploads/2019/09/BIA_Workshop_Presentation.pdf
https://www.iroquois.org/wp-content/uploads/2019/09/BIA_Sample_Survey_Worksheet.xlsx
http://www.iroquois.org/emergency-preparedness-continuity

CONTINUITY PLAN TEMPLATE

Il. APPLICABILITY AND SCOPE

Describe the applicability of the plan to the health care organization as a whole. Define what this continuity
plan covers and what it does not cover, and what is located in other plans and policies.

If part of a larger health care organization with multiple facilities, continuity planning should be integrated
with the organization and all facilities. Describe applicable organization or partner relationships as well as any
on-site or multi-site organization operations. There may be an organizational continuity plan, with each
individual facility having an annex to reflect unique issues.

This Continuity Plan encompasses the [HCO, buildings, facilities etc.] and all personnel and operations of
those facilities. This plan is one of the preparedness and operations plans used to prevent, prepare for,
respond to, and recover from an emergency incident or disaster.

The scope of the Continuity Plan does not apply to temporary disruptions of service during short-term
building evacuations or other situations where services are anticipated to be restored within a brief,
limited period of time (e.g. resolution is anticipated within 4-12 hours).

The [fill in as per ICS structure] will determine which situations require implementation of the Continuity
Plan and will oversee responsibilities related to Continuity Plan activation. Activation of the Continuity

Continuity Plan: Template for Hospitals & Healthcare Organizations 1


Presenter Notes
Presentation Notes

This template outlines planning elements and procedures to ensure the continued performance of essential functions, 
It includes recommended plan content and narrative guidance


CONTINUITY PLAN TEMPLATE

[HCO] has identified its Essential Functions, a limited set of its overall functions that must be continued
or rapidly resumed after a disruption of normal activities. These Essential Functions have been approved
by [title], and are listed in the table below in priority order.

Table 1: Essential Function Table
Note: Repeat this table for each EF.

Essential Function | Recovery Time Objective Responsible Personnel

[Essential Function] | [Max time to resume function] | [Staff and managers responsible for essential function]

Resources

[Required equipment, supplies, records, etc.]

Work Location & Space Requirements

[Continuity facility or telework location, IT, and communications access needs.]

Supporting Activities

[Essential supporting activities.]

Interdependencies

[Other entities providing required resources. Include applicable mutual aid agreements.]

Expected Costs

[Costs associated with the implementation of the essential function.]

Continuity Plan: Template for Hospitals & Healthcare Organizations 2


Presenter Notes
Presentation Notes
The template is intended to be adapted and modified based on the organization’s unique operations


CONTACT

Andrew T. Jewett, Director

Hospital Preparedness Program

Iroquois Healthcare Association

Tel: (315) 410-6470 Email: ajewett@iroquois.org

Website: www.iroquois.org/emergency-preparedness-continuity

Brad Marmon, Sr. Emergency Management Program Specialist
SUNY Upstate Medical University
Tel: (315) 269-0999 Email: MarmonB@upstate.edu



mailto:ajewett@iroquois.org
http://www.iroquois.org/emergency-preparedness-continuity
mailto:MarmonB@upstate.edu
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