
Active Shooter 
Considerations

Is anybody ever ready?



Considerations
 Architecture

 Old v. New

 CPTED – Crime Prevention Through Environmental Design

 Security Appliances
 How many

 Deployment Plan

 Creating Barriers

 Exercise these appliances and functions on a scheduled basis

 Training
 One and Done v. Ongoing

 Evolving characteristics need to be shared

 Drilling
 Full facility v. Departmental

 Voluntary v. Compulsory

 Leadership buy in



Architecture
 Old

 How do you make old buildings more functional for safety?

 Purposeful placement of services and security devices.

 New

 Crime Prevention Through Environmental Design

 360 degree visibility

 Staging areas for at risk areas

 Purposeful placement of Outpatient services v. Inpatient services

 Security Appliances

 Integration with, Fire Systems, Access Control Systems, Surveillance Systems, etc.

 Forcing Security Involvement in Project planning

 At the table to encourage security component



Training
 Most facilities use a One and Done approach

 Run, Hide, Fight (K.I.S.S. approach)

 This should be mandatory

 Ongoing

 Active shooter events are changing with each occurrence

 Long rifle use with multiple and large capacity magazines

 Suppressors (Virginia Beach)

 As changes occur, introduce staff to the possibilities via bulletin distribution listing recent 
events and highlight trends and causes when known.

 Suggest ways for employees to augment their own personal protection plans

 Paracord, nylon webbing, mirrors/compacts, known architectural features of their workplace

 Department Specific Training

 Encourages team building and develops problem solving skills

 Managers and Directors can mandate this training

 Inpatient units and specialty practices are good starting points



Training (Cont’d)
 Current Training Offered

 Active Shooter, “RHF”, mandatory for new employee orientation with emphasis on each 
employees role for reporting specific behaviors to their managers and security.

 Active Shooter,  A Changing Environment, currently and elective but easily incorporated 
in the basic problem by injecting the current trends from recent events

 Mental Simulation/Personal Contingency Training – Visualizing events in advance of 
occurrence based upon your environment  “You don’t rise to the occasion, you sink to 
your level of training”.  Currently being delivered at our annual, mandatory, nursing 
reorientation.

 Associate Self Defense

 Illicit Drug Recognition

 Aggressive Patient Management

 WPV Prevention – Recognizing early warning signs and reporting obligations

 Gang Awareness Training – Commensurate with your environment

 Stop The Bleed Training

 Recognizing Suspicious Behavior



Drills
 Scenario based training based upon current healthcare vulnerabilities:

 Domestic Violence or relationship violence

 Forensic Patient

 Mercy Killing by family or loved one

 External violence that spills into facility 

 Drills should be a relaxed and non judgmental events. Negative feedback can 
often undermine training by demoralizing participants.

 Tabletops at the department level encourage team building and can assist in 
identifying architectural challenges for unique spaces

 Future considerations are working with local and regional EMS to discuss 
prospects for training EMS staff in safety triage process to ensure at risk 
patients are being screened for weapons for their safety and prior to delivery 
at healthcare facility.



 

Workplace Violence 

According to OSHA and other credible sources, Healthcare leads in workplace 
assaults reported annually.  Simply stated, approximately 75 percent of nearly 
25,000 workplace violence assaults reported annually occurred in health care and 
social service settings.  These employees are four times more likely to be victimized 
than workers in all other private sector industries.  Another disturbing fact is that the 
actual number of these assaults is likely much higher as reporting these incidents is 
typically voluntary.  As members of the health care community we all need to do a 
better job in recognizing this threat.  Workplace Violence is defined as: 

 “…a threat or act of violent behavior, against oneself, another person, or a group 
that either results in or has a high likelihood of resulting in injury, death or 

psychological harm.  These events may involve patients or family member, visitors, 
volunteers, vendors, physicians or other associates.  Examples include; bullying, 

hostility, intimidation, or use of physical force, weapons or power.” 

As an institution we do not consistently report these events and allow these behaviors to occur without an 
appropriate response.  It is incumbent upon us all to recognize this at-risk behavior.  Take the time and energy to 
report these occurrences.  Doing so ensures that current resources are consistent with our needs as well as offering the 
victims an opportunity to discuss during a meaningful debriefing session.  Lessons can be learned by talking about 
each incident that occurs. 

Aggressive Patient Management 

Today those of us who work inside the Health Care community are challenged by a changing patient demographic.  
Diminished community-based resources for behavioral health clients, those suffering from substance abuse and other 
comorbidities challenge us every day.   Unless you have planned for a future in these arenas you are probably not 
prepared for this challenge.  For the last five years we have been tracking various causes for aggressive behavior inside 
the Lourdes Community.  The evidence clearly demonstrates that this unpreparedness has produced alarming results.  
Incidents reported to our Security Department, during that time, clearly show that in about 80 percent of the cases the 
obvious cause for escalating behavior is Our behavior.  None of us are adequately prepared to deal with this crisis.   

Since July 2018 the Security Department has been offering a new curriculum for managing aggressive behavior that is 
being presented at annual Nursing Re-Orientation.  To date the feedback from this presentation has been very positive.  
The program, of our own design, helps the attendee acknowledge their own frailty as it pertains to controlling anger.  
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According to OSHA and other credible sources, Healthcare leads in workplace assaults reported annually.  Simply stated, approximately 75 percent of nearly 25,000 workplace violence assaults reported annually occurred in health care and social service settings.  These employees are four times more likely to be victimized than workers in all other private sector industries.  Another disturbing fact is that the actual number of these assaults is likely much higher as reporting these incidents is typically voluntary.  As members of the health care community we all need to do a better job in recognizing this threat.  Workplace Violence is defined as:

 “…a threat or act of violent behavior, against oneself, another person, or a group that either results in or has a high likelihood of resulting in injury, death or psychological harm.  These events may involve patients or family member, visitors, volunteers, vendors, physicians or other associates.  Examples include; bullying, hostility, intimidation, or use of physical force, weapons or power.”

As an institution we do not consistently report these events and allow these behaviors to occur without an appropriate response.  It is incumbent upon us all to recognize this at-risk behavior.  Take the time and energy to report these occurrences.  Doing so ensures that current resources are consistent with our needs as well as offering the victims an opportunity to discuss during a meaningful debriefing session.  Lessons can be learned by talking about each incident that occurs.

Aggressive Patient Management

Today those of us who work inside the Health Care community are challenged by a changing patient demographic.  Diminished community-based resources for behavioral health clients, those suffering from substance abuse and other comorbidities challenge us every day.   Unless you have planned for a future in these arenas you are probably not prepared for this challenge.  For the last five years we have been tracking various causes for aggressive behavior inside the Lourdes Community.  The evidence clearly demonstrates that this unpreparedness has produced alarming results.  Incidents reported to our Security Department, during that time, clearly show that in about 80 percent of the cases the obvious cause for escalating behavior is Our behavior.  None of us are adequately prepared to deal with this crisis.  

Since July 2018 the Security Department has been offering a new curriculum for managing aggressive behavior that is being presented at annual Nursing Re-Orientation.  To date the feedback from this presentation has been very positive.  The program, of our own design, helps the attendee acknowledge their own frailty as it pertains to controlling anger.  Most of us are not able to recognize the early onset of anger until we are well past our personal threshold.  At the end of this Newsletter is an updated schedule for this presentation that is purposefully being rolled out for all to attend.  It is probable that everyone who works within the Lourdes Network will be confronted with this challenge.  Therefore, I would encourage everyone to join us during one of these sessions.  If your department or practice is interested in this training, we will bring it to you.  If you work within a multiple practice facility we will spend the day delivering this and other training endeavors allowing small numbers, from each practice, to attend throughout the day without negatively impacting service to your patients.  If you are interested or have questions please contact myself, Joe Swam, or Jeremy Smith so that we can assist you.  Our contact information is listed at the end of this newsletter.

♣ ♣ ♣

ACTIVE SHOOTER A CHANGING ENVIRONMENT

The threat of this type of catastrophic event continues to saturate our daily news.  Most recently:

	August 2018 - A man who said he wanted to end his ailing wife’s suffering shot her to death in her bed at Westchester Medical Center in Valhalla, New York, then took his own life.

	November 2018 – Chicago’s Mercy Hospital – “Domestic Related” An Emergency Room Physician at Mercy was returning from lunch with a colleague when she was confronted by an ex-boyfriend on a hospital parking lot.  The two argued and the colleague tried to intervene when the suspect displayed a handgun.  The colleague ran, and the suspect shot the Physician to death.  911 calls provoked a large law enforcement response resulting in an exchange of gunfire between the suspect and police.  One police officer was fatally wounded on the parking lot.  An ongoing gunfight caused the suspect to flee inside the hospital with police in pursuit.  Once inside the hospital, the suspect shot and killed a Pharmaceutical Resident as she exited the elevator.  The suspect was located inside the hospital with a gunshot to the head.   

	February 2019 – “Domestic Related” A University of Maryland Medical School employee was shot outside of the Main Campus in Baltimore, Maryland.  The male victim was last reported to be in critical condition and on life support.  The male shooter was identified as having been involved in a prior relationship with the victim that had dissolved.  The suspect was apprehended within blocks of the facility and has been charged.

	Of importance are the two “Domestic Related” incidents.  Recent research has validated that 75 percent of domestic violence victims are targeted at work.  A significant other knows when and where you work.  If you are the victim of domestic violence and work at Lourdes please consider telling someone in Security.  We can help to ensure your safety when at work, control access to you by knowing your abuser and put you in touch with people to assist in planning for your safety both at work and at home.  Divorce, separation and child custody disputes spawn significant emotions, and all too frequently escalate into violence.  A recent article by Campus Safety reports the following: “Hospitals have an employee gender ratio of 89 percent female/11 percent male, and in the United States, one in four women are in an at-risk relationship.  Currently in the US you have one million women who have either been shot or shot at by a domestic partner.  The chances of a woman dying by gunfire in this country are 16 and a half times greater than in any other western country.  Those are numbing, damning statistics, and given that you factor this: 75 percent of women, who are victims, are targeted or harassed at work.”  

Signs you might be in a violent relationship; Partner uses charm or charisma to get what he/she wants, moves quickly to become committed and exclusive early on, wants everything immediately and doesn’t consider the consequences, makes everything about him/her, feels entitled to criticize others, blames others for his/her own failures or negative behaviors, holds grudges and brings up past transgressions to gain sympathy or power, has sudden or fast mood swings, appears to have a lack of sympathy for others and/or the ability to see things from anyone else’s point of view, has a low tolerance for frustration and gets annoyed and/or angry easily, acts possessive and/or jealous, demands to know other people’s thoughts and actions, demands to check your phone, attempts to control all aspects of the lives of people close to him/her, easily addicted to substances (alcohol or smoking), habits or work, has acted in a violent way in the past or has threatened you with violence.  All of these are potential warning signs.

If you are the victim of domestic violence, in an unhealthy relationship that scares you, being harassed by an admirer or any other threatening relationship you need to consider talking to somebody.  Don’t let someone who claims to love you control you.  Please consider reaching out to us to help you get your life back and to ensure you are safe while at work.  We promise confidentiality and have in fact worked with many associates on campus to date to better ensure their safety.

Security continues to deliver training on the response to Active Shooter Events.  If you have not attended one of these training sessions I encourage you to do so.  The current schedule is posted within this newsletter. Additionally, you can contact Joe Swam or Jeremy Smith to schedule individualized training within specific departments/practices and at our various off-site locations.  Those who have attended have walked away with a better understanding of how these events unfold and are better prepared to cope with and respond to these epic occurrences.  This training is now mandatory for all new associates and is being offered during Orientation.  The training will assist you both at work and within the community.  A schedule for this training is also listed below.

Additionally, we are offering a follow-up training to this basic course.  It is titled, “Active Shooter, A Changing Environment”.   This 60-minute course discusses the unique elements of our facilities.  It includes current upgrades in our security practices, types of doors along with techniques for securing them, advanced planning through Mental Simulation as well as other key components and advice for surviving a real event.  We also discuss, in detail, the successes and failures of recent events as well as identifying human error, that if avoided, could have diminished the extent of the tragedy.  Please consider signing up for this training.  Today, unfortunately, this ever-changing environment challenges us all and in every venue.  We research every event that occurs to identify all potential vulnerabilities for all our locations.  The schedule for this is also posted below.

♣

Security Tips Line

We now have an Anonymous Tips line available for anyone wishing to report at risk, aggressive or threatening behavior as well as any other security concern.  This is a separate voicemail on my phone only.  Please consider using this resource, no matter what the concern is.  The Tips Number: 607-798-5222

The First Receivers Team Needs YOU!

Do you enjoy learning something new? Are you interested in supporting the Emergency Department during a special response situation? If so, consider joining the First Receivers Team at Lourdes! The First Receivers Team is transitioning its leadership to the Emergency Management and Safety Departments. We would like to extend a huge THANK YOU to Diane Politowski for her many years of leadership and oversight of this team. The team currently consists of members from the Security, Patient Transport, Environmental Services, Facilities Management, Associate Education, Associate Health, Safety and Emergency Management Departments. You do not have to be a provider or other licensed health professional in order to participate, however those associates are also needed for appropriate mix on the team. Free, paid training will be provided to you and you will have the opportunity to step up and become a member of a very important hospital emergency response team. The training time commitment involves 8 hours of training in your first year and then competency-based, hands-on training each year you remain a member of the team. The First Receivers team meets on a monthly basis for about an hour to discuss patient decontamination procedures, inventory and test equipment, as well as review donning and doffing techniques. If this sounds like something you would be interested in doing, please contact Amy O’Brien at amy.obrien@medxcelfm.com by March 15th. Beginning in April, we will be conducting our first round of training and want to ensure that you don’t miss it!

Thank you,

Sean Mills, MBA, CPA
Sr. Vice President & CFO



Directors/Managers/Supervisors

If staffing limitations or circumstances preclude you from scheduling staff members in participating in the various training venues offered by our department, please contact us.  Our programs are portable and can be delivered to your doorstep.  We will, if necessary, spend an entire day at your location to permit small numbers of employees to attend selected courses throughout the day.  This allows everyone to attend without negatively impacting your numerous services negatively.  

Feedback and Suggestions

We are interested in your feedback on this and future publications.  Additionally, if you have Security and Safety topics that are of importance to you and your unit please forward those suggestions, via phone or email, to Joe Swam: Office: 607-798-5228, or joseph.swam@ascension.org  and we will do our best to answer questions and post suggestions inside the Bulletin and/or on our website.  

Additional Security Contacts:	Office: 607-798-5177				Jeremy Smith, Manager

Office: 607-798-5602		

Email: Laverne.Smith@ascension.org

Training Schedule

February-June 2019



		Active Shooter Basic

		Active Shooter, A Changing Environment

		Managing Aggressive Behavior

		Illicit Drug Recognition



		March 4th, 2019, 6-7 PM

		March 11th, 2019, 7-8 AM

		March 12th, 3-4 PM

		March 6th, 2019, 2-4 PM



		March 6th, 2019, 12-1 PM

		March 18th, 2019, 6-7 PM

		April 24th, 3-4 PM

		March 22nd, 2019, 5-6 PM



		March 22nd, 2019, 1-2 PM

		April 25th, 2019, 7-8 AM

		

More to come in May!

		April 22nd, 2019, 7-8 AM 



		April 4th, 2019, 7-8 AM

		April 25th, 2019 3-4 PM

(Facilities Planning Room)

		

		April 23rd, 2019, 3-4 PM



		April 4th, 2019, 3-4 PM

		

		

		April 23rd, 2019, 6-7 PM







The above training schedule will be available for enrollment in My Learning on the Intranet.  All training will be conducted in the East/West Dining Room where capacity is limited to about 25 persons.  The April 25th Training for Active Shooter, A Changing environment, will be held in the Facilities Planning Room, ground floor in the facilities area.  Please call Jeremy Smith or Joe Swam with questions.  We welcome your feedback.

Thanks, Joe Swam
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Questions/Discussion

Joe Swam

joseph.swam@ascension.org

607-798-5228

443-945-7065 (Cell)
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